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Data Protection Policy 
Scope 
This Policy is focussed on the prevailing legislation as enacted by the General Data Protection 
Regulation (GDPR) and the prevailing Data Protection Act (“the Act”). It applies to all personal 
data that we process and includes client, employee and contractor personal data. 

For the purposes of clarity, personal data includes manual as well as electronic information.  

Policy Aim 
In the course of carrying out our business, we collect, store and use personal information.  The 
regulations impose a few restrictions and controls on the manner in which we can process that 
data.  Furthermore, the legislation provides specific rights to the individuals (data subjects) 
whose information is collected, stored and used by us.  

The aim of this policy is to ensure that the staff, contractors and any other interested parties 
involved with us are clear about the purpose and principles of Data Protection and to ensure that 
guidelines and procedures are consistently followed.  

Responsibility 
1. Overall responsibility for the policy lies with the Board of Directors and the Data Protection 

Officer.  
2. The Board have assigned the review of legislative and regulatory requirements as 

appropriate to the Data Protection Officer (“DPO”) who will ensure that the evaluation of 
compliance will also be driven by changes to underlying legislation.   

Introduction 
We collect and use information about people with whom we communicate in a number of 
different ways and relationships.  

This personal information must be dealt with properly and securely however it is collected, 
recorded and used – whether on paper, electronically, or recorded on other material – and there 
are safeguards. 

We regard the lawful and correct treatment of personal information as important to the successful 
and efficient performance of our functions, and to maintain confidence between those with whom 
we work. We fully endorse and aim to ensure that the guidelines set out in the Act are met in a 
full and fair manner.  

Data Controller 
The organisation is registered with the regulator, the Information Commissioners Office (“ICO”) 
as a Data Controller under the Act. 

Data Protection Officer (“DPO”) 
We are not required to register a Data Protection Officer, however, to ensure the implementation 
of this policy we have designated an internal Data Protection Lead as our internal DPO. All 
enquiries relating to the holding of personal data should be referred to the DPO first.  

Ms Nicole Barrett;  
Data Protection Officer, Unit 10 Kingsway House, Team Valley, Gateshead, NE11 0HW 
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Data Definition 
Data means information which 

a) Is being processed by means of equipment operating automatically in response to 
instructions given for that purpose; 

b) Is recorded with the intention that it should be processed by means of such equipment; 
c) Is recorded as part of a relevant filing system or with the intention that it should form part 

of a relevant filing system;  
d) Does not fall within a), b) or c) but forms part of an accessible record; 
e) Is personal data to a living, identifiable person (data subject) who can be identified 

directly or indirectly, through referencing identifiers such as name, ID number, location 
data or one or more factors specific to the physical, mental, economic; 

f) Is sensitive personal data consisting of racial or ethnic origin, political opinions, religious 
beliefs, health conditions, sexual life, offences or proceedings and similar.  

Notification of Data held 
Individuals whose data is held by us including but not exclusive to customers and staff, are 
entitled to know: 

• what personal information we hold about them and the purpose for which it is used; 
• how to gain access to it; 
• how it is kept up to date; 

Information can be requested free of charge with a Subject Access Request with our DPO in 
writing. Full information on how to do this is in Subject Access Request Procedure (P002). 

Individual Responsibility 
Compliance with the Act and this policy is the responsibility of all staff, workers and sub-
contractors paid or unpaid. Those employed by us are responsible for: 

• checking that any data provided in connection with employment is accurate & up to date; 
• notifying us of any changes to information provided, for example changes of address; 
• ensuring that all are familiar with and follow this policy. 

Any breach of the Act or this policy by any staff, paid or unpaid, either deliberate or through 
negligence, may result in Disciplinary action being taken.  

Breaches dealt with under the Disciplinary Procedure which may result in dismissal for gross 
misconduct. Any such breach could also lead to criminal prosecution regardless of position within 
the organisation. 

Any questions or concerns about the interpretation or operation of this policy should be referred 
to the Data Protection Officer. 

CCTV 
We operate a CCTV system for the security and protection of staff and to the general public. The 
organisation does not use CCTV as a management tool e.g. direct visual on cash registers. We 
reserve the right to monitor CCTV in situations involving: 

• Security: e.g. to prevent theft, violence and other crime 
• Health and Safety: to check that applicable rules are complied with and/or to ensure 

evidence is available in the event of a specific breach 
• Protecting business interests: e.g. to prevent misconduct 
• Assessing and improving compliance with legal and regulatory obligations 
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Lawful basis for processing 
The processing of data is dependent on varying aspects of ‘lawful processing’. The following 
apply across the organisation’s activities: 

Lawful Basis Record Type 

Consent (Positive Opt-In) • Marketing addressed to an individual 
• Data sharing unnecessary under any other lawful basis  
• Website & Cookies 

Contract • CCTV 
• Employment 
• Supplier / Contractor relationship 
• Sale of goods & services (with & without grant funding) 

Legal Obligation (e.g. HMRC) • Any and all records 
Vital Interest • Medical records (e.g. to disclose at A&E admission) 
Public Task - 
Legitimate Interest • Exceptions only 
Special Category Data  
(e.g. Health) 

• CCTV 
• Grant funding applications 
• Employment 
• Sale of goods & services (with & without grant funding) 

Criminal Offence Data • CCTV 
• Employment 
• Sale of goods & services (with & without grant funding) 
• Financial Services provision 
• Supplier / Contractor relationship 

Employees’ rights to access personal information 
Under the Act, employees have the right on request to receive a copy of the personal data that 
the organisation holds about them, including personal data held on personnel files that form part 
of a relevant filing system, and to demand that any inaccurate data held be corrected or 
removed.  They also have the right to seek compensation where damage and distress have been 
caused to them as a result of any breach of the Act by the Company. 

Employees have the right, on request: 
• To be told by us if and for what purpose personal data about them is being processed.   
• To be given a description of the personal data concerned and the recipients to whom it is 

or may be disclosed. 
• To have communicated in an intelligible form the personal data concerned, and any 

information available to the organisation as to the source of the data.  
• To be informed of the logic involved in computerised decision-making. 

Upon request, we will provide a statement regarding the personal data held about a person.  This 
will state all the types of personal data we hold and process about the individual and the reasons 
for which they are processed. 

A copy of any personal data being held about a person can be obtained via written request to the 
DPO and through the Subject Access Request Procedure (P002). We will respond promptly and 
in any case within 30 calendar days of receiving the request, in exceptional circumstances this 
may take up to 60 days.  Note that we will always check the identity of any person making such a 
request before processing it. 
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Employees may make a complaint that this policy has not been followed in respect of personal 
data the organisation holds about the respective employee. This may be raised to the attention of 
the DPO. If the matter is not resolved, it should be raised as a formal grievance under our 
grievance procedure. 

Employees’ obligations in relation to personal information 
If is each staff member’s responsibility to comply with this policy when collecting personal 
information.  This includes ensuring the data is processed in accordance with the Act, is only 
processed for the purposes for which it is held, is kept secure and is not kept for longer than 
necessary.  You must also ensure you always comply with the following guidelines: 

• Do not collect, use or store personal data unless necessary for a specific purpose. 
• Do not give out personal information to any individual except to the data subject, 

following approval by the DPO.  It should not be given to someone, either accidentally or 
otherwise, from the same family or to any other unauthorised third party unless the data 
subject has given their explicit prior consent to this. 

• Be aware that those seeking information sometimes use deception in order to gain 
access to it. Always verify the identity of the data subject and the legitimacy of the 
request, particularly before releasing personal information by telephone.   

• Where we provide you with passwords to be used before releasing personal information, 
for example by telephone, you must strictly follow these requirements. 

• Only transmit personal information between locations if a secure network is in place, for 
example, encryption is used for e-mail. 

• If you receive a request for personal information about another employee, you should 
forward this to HR Manager, who will be responsible for dealing with such requests. 

• Ensure that any personal data which you hold is kept securely, either in a locked filing 
cabinet or, if it is computerised, it is password protected so that it is protected from 
unintended destruction or change and is not seen by unauthorised persons. 

• Do not access another employee’s records without authority as this will be treated as 
gross misconduct and it is a criminal offence. 

• Do not write down (in electronic or hard copy form) opinions or facts concerning a data 
subject which would be inappropriate to share with that data subject. 

• Do not remove personal information from the workplace with the intention of processing it 
elsewhere unless this is necessary to enable you to carry out your job duties and has 
been authorised by your line manager. 

• Ensure that, when working on personal information as part of your job duties when away 
from your workplace and with the authorisation of your line manager, you continue to 
observe the terms of this policy and the Act, in matters of data security. 

• Ensure that hard copy personal information is disposed of securely, for example cross-
shredded.  

• Notify the DPO personal data will be processed differently or for different purposes than 
previously by updating the data mapping for the business area. 

Exemptions 
There are a few exemptions from the data protection regime set out in the Act, for example: 

• Confidential references that are given, but not those received by the Company from third 
parties.  Only designated line managers can give Company references.  Confidential 
references will not be provided unless the Company is sure this is the employee’s wish. 

• Management forecasts and management planning (including documents setting out 
management plans for an employee’s future development and progress). 

• Data which is required by law to be publicly available. 
• Documents subject to legal professional privilege. 
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Your Rights  
• The right to be informed: We provide you with this Data Protection Policy. 
• The right of access: You may obtain confirmation on how your data is being processed 

and access your personal data, also known as Subject Access Rights. 
• The right of rectification: You may update us with any changes to your personal 

information should it be inaccurate or incomplete.  
• The right of erasure: The is also known as ‘the right to be forgotten’. The broad principle 

underpinning this right is to enable you to request the deletion or removal of personal 
data whether there is no compelling reason for its continued processing. 

• The right to restrict processing: When processing is restricted, you permit us to store 
your personal data, but do not allow us to further process it. We can retain just enough 
information about you to ensure that the restriction is respected in future. 

• The right to data portability: It allows you to obtain and reuse your personal data for 
your own purposes across different services.  It allows you to move, copy or transfer 
personal data easily from one IT environment to another in a safe and secure way, 
without hindrance to usability. 

• The right to object: You may object to processing based on legitimate interests or the 
performance of a task in the public interest, direct marketing and processing for purposes 
of scientific or historical research and statistics.  

• The right to lodge a complaint with a supervisory authority: The supervisory 
authority for data protection and privacy is the Information Commissioners Office (ICO).  
Contact them on www.ico.org.uk or telephone 0303 123 1113. 

Data Breaches 
We will report any unlawful data breach to any and all relevant persons and authorities within 72 
hours of the breach, if it is apparent that personal data stored in an identifiable manner has been 
lost, stolen or accidentally destroyed.  

We contact the Information Commissioners Office (ICO) as our regulatory authority in all aspects 
of privacy and data protection. The ICO can be contacted via www.ico.org.uk and our registration 
with them can be found on the public register. 

Procedures 
Detailed information on how we go about protecting personal data in the course of our business 
activities can be found in our Document Control Procedure and Data Backup Procedure which 
are available upon request.  

Detailed information on how we deal with personal data surrounding products or services can be 
found on our relevant websites within the published privacy statements. These statements are 
published and readily available for our customers, suppliers and contractors.  

  

http://www.ico.org.uk/
http://www.ico.org.uk/
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Data Retention 
Once you have provided us with your information, we will retain your data as outlined below. 
Each Department Manager is responsible for their records and can obtain support from the DPO. 
Data is maintained in the European Economic Area whenever possible. Data that may be 
transferred outside of this area will be suitably secured and protected. Transferring data also 
relates to data being stored within the organisation’s IT solutions on servers located outside of 
the European Economic Area. 

Record Type Retention Period 

Staff records 6 years after termination 
Staff records (H&S) 40 years after termination 
Staff records (Pensions) 6 years after scheme end 
Company accounts, Finance & VAT records 6 years and current 
Money Laundering 5 years 
Board meeting minutes & resolutions 10 years 
Internal audit records 6 years 
Communication records (including enquiries) 12 months from transaction 
Consumer Credit records 6 years from transaction 
Waste 3 years from transaction 
Electronic Waste (WEEE) 4 years from transaction 
Warranty Records for Cavity Wall Insulation, 
External Wall Insulation & Internal Wall Insulation 

25 years from transaction 

ECO Customer records including installation 6 years from transaction 
Accident books, reports and records 3 years from last entry 
Accident books, reports and records for under 21 
year olds 

Until the person reaches 21 

Medical records pertaining to COSHH & Asbestos 40 years 
Vehicle Trackers (relevant to a specific person) 12 months after termination 
CCTV records (generic) 14 days from transaction 
CCTV records (Health and Safety, Environmental) 40 years from transaction 
CCTV records (staff with identified issues) 6 years after termination 
Record destruction records 6 years after activity 

References 
 P001 – Document Control Procedure 
 P002 – Subject Data Access Procedure 
 Disciplinary Procedure (see Staff Handbook) 
 Data Backup Procedure 


