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Privacy Notice 
www.greendealfirst.co.uk 

Introduction 
We are committed to protecting the privacy of your personal information (the “data”). Our 
organisation is registered with the Information Commissioners Office (“ICO”) to make transparent 
our data handling practices and complies with the General Data Protection Regulation, the Data 
Protection Act 2018 et al and similarly related legislation – known as “the Act”. 

Good information handling makes good business sense.  By doing this we believe we will 
enhance our business’ reputation but also increase customer and employee confidence. 
Ensuring data is accurate, relevant and safe will also save time, money and other resources.  

Collection of Information 
We may collect personal information from you if you provide it voluntarily as a result of visiting 
this website. If you do provide such data to us, we will assume that you have consented to us 
using your personal information in the ways described in this document and at the point of where 
you give us your data.  If, after providing us with personal information, you later decide that you 
do not want us to use it for various purposes, then please contact our Data Protection Officer.  

We may collect and process the following generic information: 

• Information you provide when buying or requesting information on our products & services; 
• Information you provide to us when filling in our online contact forms; 
• Information collected through correspondence with any of our team members; 
• Information you provide us through recruitment or employment processes; 
• Information you provide us in order to register for alerts or to join our mailing list(s); 
• Social Media interaction; 
• Statistical data about your browsing actions and patterns (employment) 
• Statistical data about your browsing actions and patters (website & cookies) 

We may require you to submit personally identifiable information for you to make use of our 
services, gain employment or obtain our products.  You confirm that any information you enter or 
provide will be true. We will only request and collect information which is necessary or reasonable 
in order to provide you with your requested service, product or employment request, and to 
improve the services and products we provide. It will not be a requirement to provide additional 
information which is not needed to provide the service, product or employment you have 
requested. 

We work closely with third party sources including for example, credit reference agencies, fraud 
prevention agencies, business partners, sub-contractors, advertising networks, analytics providers, 
and search information providers. Data may be shared as outlined within this document. 

Technical data 
Information we collect about you and your device.  Each time you visit our website we may 
automatically collect the following information. Please note, data retained this way is statistical data 
and is not in individually identifiable form: 

• Technical information including the type of device and/or browser used, and cookie data 
• Website traffic data including location data, weblogs and similar 
• Resources that you access on our website (“log information”) 
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Other Websites 
Our site contains links to enable you to visit other sites of interest easily. Once you have used 
these links to leave our site you should note that we do not have any control of the other website.  
We cannot be responsible for the protection and privacy of any information which you provide 
whilst visiting such sites. Third party sites are not governed by this document. You should exercise 
caution and look at the privacy statement applicable to the website in question. 

Data collected about your interaction with our website is not transferred or otherwise shared with 
the website you are transferring to unless specifically stated and consented to by you.  

Other People’s Data 
You must not send us personal information about someone else without first getting his or her 
consent for it to be used and disclosed in the ways set out in this document.  This is because we 
will assume, he or she has agreed, although we may still ask for confirmation from them.  Where 
you do give us information about someone else, or someone else discloses a connection with you, 
that information may be considered with your other personal information.  

Cookies 
A cookie is a small text file containing information that our website transfers to your computer’s 
hard disk or other electronic devices for record-keeping purposes. Cookies allow us to analyse 
our site traffic patterns and enable certain technical aspects within the site. It does not contain 
chocolate chips; you cannot eat it and there is no special hidden jar. 

We use cookies to make our website work, or to work more efficiently, as well as to collect 
information.  They help us understand how you use our website, enable you to apply or request 
products and services online with us and help us develop and improve our website design, 
layout, content and function. 

You can disable cookies by changing settings in the preferences or options menu in your 
browser. You can set your browser to reject or block cookies or tell you when a website tries to 
put a cookie on your device.  You can also delete cookies that are already stored on your device. 
Please be aware deleting and blocking all cookies from our website may stop parts of the site 
from working.  

To find out more about cookies, including seeing what cookies have been set and how to 
manage or delete them, visit www.allaboutcookies.org. 

If you do not wish to accept cookies from our website, please leave this site immediately and 
then delete and block all cookies from this site. We are unable to implement these technical 
controls for you as these are controlled by you and your device’s settings. 

Reasons for Data Collection 
In the course of our dealing with you we may collect and process certain information about you and 
as applicable, including name, address, date of birth, contact information, payment details, financial 
information, and other data about you in respect of which services and products may be provided. 
Your personal information may be used by us, our employees, relevant third party appointed 
contractors / suppliers / agents to: 

• Identify you during any communication between you and us; 
• Assess eligibility for products and services (whether provided by us or on our behalf); 
• Carry out regulatory checks and meet our obligations to our regulators; 
• Communicate with you to arrange the provision of such services and products; 
• Administer and provide such services and products; 
• Detect and prevent loss, fraud and other criminal activity; 
• Carry out credit reference checks through associated third parties; 
• Carry out market research and to help us review, develop and improve the services and 

products we offer; and 

http://www.allaboutcookies.org/
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• Keep legal certificates, work records and similar relating to the services and products we 
provided to you including details relating to 
- Warranty, maintenance and guarantee information; 
- Information which we may consider to be required by a Health and Safety notice, 

product recall or modification; 
- Industry body documentation and records; 
- Records of advice given 

Your personal information may also be used by us, our staff or agents, if we are under a duty to 
disclose or share your personal information in order to comply with any legal obligation, or in order 
to enforce any agreement we have with or otherwise concerning you, or to protect our rights, 
property or safety or those of our customers, employees or other third parties.  

Storing, using and sharing Information 
We endeavour to take all reasonable steps to protect your personal data.  However, we cannot 
guarantee the security of any data that you disclose online, and we will not be responsible for 
any breach of security unless this is due to our negligence or wilful default.  

Once we receive your information into our in-house systems, your data will be stored securely 
within our IT infrastructure in line with legal requirements.  

We may use your personal information for several purposes including: 

• In the normal course of our business to provide you with the services or products you 
requested, such as processing grant funding applications, updating your records, assuring 
your employment or referring you for a loan application; 

• To contact third parties relevant to your product, service or employment with us; 
• To enhance your experience of using our websites, our products or services; 
• For conducting statistical analysis; 
• To identify you when you contact us or visit our website; 
• To sharing your information with credit reference agencies for the purposes of validating 

your eligibility for our products and services e.g. lines of credit which shall not affect your 
credit file or leave a mark on such file unless we provide you with notice that we will be 
performing a search which will affect your credit file or leave a mark on such file; 

• For other regulatory checks. 

We may share your personal information with third parties: 

• Our Principal, credit reference agencies (who may check the information against other 
databases public or private to which they have access), the Financial Conduct Authority, a 
finance lender (where applying for a finance option where we act as a credit intermediary), 
customer service providers and collection agencies; 

• With a purchaser, in the event our business or substantially all of its assets are acquired by 
a third party (in which case personal information held will be one of the transferred assets); 

• In order to enforce any of our terms and conditions; 
• With fraud prevention or law enforcement agencies. We and other organisations may also 

access and use this information to prevent fraud and money laundering, for example 
checking details on purchases or refund requests, checking details of job applicants and 
employees.  For further details of the relevant fraud prevention agencies please contact us.  

• If required or compelled to do so by any legal authority, as required by law or when we 
believe that disclosure is necessary to protect our rights and/or to comply with a judicial 
proceeding, court order, legal process served on us; 
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• With other third-party service providers, wo act as agents to perform tasks on behalf of and 
under our instruction.  These service providers must agree to use personal information only 
for the purposes for which they have been engaged by us and must either agree to provide 
adequate protections for the personal information that are no less protective than those set 
for in this document or comply with another mechanism permitted by the Act for the 
transfers and processing of personal information.  

Lawful basis for processing 
The processing of data is dependent on varying aspects of ‘lawful processing’. We rely on the 
following legal basis for the processing of personal information in order to provide our products, 
services and enable employment: 

Lawful Basis Record Type 

Consent (Positive Opt-In) • Marketing addressed to an individual 
• Data sharing unnecessary under any other lawful basis  
• Website & Cookies 

Contract • CCTV 
• Employment 
• Supplier / Contractor relationship 
• Sale of goods & services (with & without grant funding), 

including acting as a credit intermediary in a finance 
agreement 

Legal Obligation (e.g. HMRC) • Any and all records 
Vital Interest • Medical records (e.g. to disclose at A&E admission) 
Public Task - 
Legitimate Interest • Exceptions only 
Special Category Data  
(e.g. Health) 

• CCTV 
• Grant funding applications 
• Employment 
• Sale of goods & services (with & without grant funding) 

Criminal Offence Data • CCTV 
• Employment 
• Sale of goods & services (with & without grant funding) 
• Financial Services provision 
• Supplier / Contractor relationship 

Data Controller 
The organisation is registered with the regulator, the Information Commissioners Office (“ICO”) 
as a Data Controller under the Act. 

Green Deal First Ltd, Kingsway House, Team Valley, Gateshead, NE11 0HW 

Data Protection Officer (“DPO”) 
We are not required to register a Data Protection Officer, however, to ensure the implementation 
of this document we have designated an internal Data Protection Lead as our internal DPO. All 
enquiries relating to the holding of personal data should be referred to the DPO first.  

Ms Nicole Barrett;  
Data Protection Officer, Unit 10 Kingsway House, Team Valley, Gateshead, NE11 0HW 
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Access to Information 
Individuals whose data is held by us including but not exclusive to customers and staff, are 
entitled to know: 

• what personal information we hold about them and the purpose for which it is used; 
• how to gain access to it; 
• how it is kept up to date; 

We will ask you to verify your identity and will not provide such information until such time as we 
are satisfied that you have the right to this information.  

Information will be provided to you within 30 days unless in exceptionally challenging situations 
where we may advise you of an extension of up to 60 days. 

Information can be requested free of charge with a Subject Access Request from our DPO in 
writing. Full information on how to do this is in Subject Access Request Procedure (P002). 
Please just ask for further information. We are happy to help. 

Your Rights  
• The right to be informed: We provide you with this document. 
• The right of access: You may obtain confirmation on how your data is being processed 

and access your personal data, also known as Subject Access Rights. 
• The right of rectification: You may update us with any changes to your personal 

information should it be inaccurate or incomplete.  
• The right of erasure: The is also known as ‘the right to be forgotten’. The broad principle 

underpinning this right is to enable you to request the deletion or removal of personal 
data whether there is no compelling reason for its continued processing. 

• The right to restrict processing: When processing is restricted, you permit us to store 
your personal data, but do not allow us to further process it. We can retain just enough 
information about you to ensure that the restriction is respected in future. 

• The right to data portability: It allows you to obtain and reuse your personal data for 
your own purposes across different services.  It allows you to move, copy or transfer 
personal data easily from one IT environment to another in a safe and secure way, 
without hindrance to usability. 

• The right to object: You may object to processing based on legitimate interests or the 
performance of a task in the public interest, direct marketing and processing for purposes 
of scientific or historical research and statistics.  

• The right to lodge a complaint with a supervisory authority: The supervisory 
authority for data protection and privacy is the Information Commissioners Office (ICO).  
Contact them on www.ico.org.uk or telephone 0303 123 1113. 

Data Breaches 
We will report any unlawful data breach to any and all relevant persons and authorities within 72 
hours of the breach, if it is apparent that personal data stored in an identifiable manner has been 
lost, stolen or accidentally destroyed.  

We contact the Information Commissioners Office (ICO) as our regulatory authority in all aspects 
of privacy and data protection. The ICO can be contacted via www.ico.org.uk and our registration 
with them can be found on the public register. 

  

http://www.ico.org.uk/
http://www.ico.org.uk/
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Data Retention and Location 
Once you have provided us with your information, we will retain your data as outlined below. 
Data is maintained in the European Economic Area whenever possible. Data that may be 
transferred outside of this area will be suitably secured and protected. Transferring data also 
relates to data being stored within the organisation’s IT solutions on servers located outside of 
the European Economic Area. 

Record Type Retention Period 

Staff records 6 years after termination 
Staff records (H&S) 40 years after termination 
Staff records (Pensions) 6 years after scheme end 
Company accounts, Finance & VAT records 6 years and current 
Money Laundering 5 years 
Board meeting minutes & resolutions 10 years 
Internal audit records 6 years 
Communication records (including enquiries) 12 months from transaction 
Consumer Credit records 6 years from transaction 
Waste 3 years from transaction 
Electronic Waste (WEEE) 4 years from transaction 
Warranty Records for Cavity Wall Insulation, 
External Wall Insulation & Internal Wall Insulation 

25 years from transaction 

ECO Customer records including installation 6 years from transaction 
Accident books, reports and records 3 years from last entry 
Accident books, reports and records for under 21 
year olds 

Until the person reaches 21 

Medical records pertaining to COSHH & Asbestos 40 years 
Vehicle Trackers (relevant to a specific person) 12 months after termination 
CCTV records (generic) 14 days from transaction 
CCTV records (Health and Safety, Environmental) 40 years from transaction 
CCTV records (staff with identified issues) 6 years after termination 
Record destruction records 6 years after activity 

Change of this Document 
This document may change from time to time in line with legislation, industry changes and 
internal organisational developments.  Any changes will be shown on this page.  

We recommend visitors check this page occasionally for any changes to this statement.  

References 
 P001 – Document Control Procedure 
 P002 – Subject Data Access Procedure 
 Disciplinary Procedure (see Staff Handbook) 
 Data Backup Procedure 


